METASPLOIT UNLEASHED
MASTERING THE FRAMEWORK

extended BT -day Ox7DA edition

This free information security training is brought to you in a community effort to promote awareness
and raise funds for underprivileged children in East Africa. Throughrgélvaaming effort by several
security professionals, we are proud to present the most complete aéjith open course about

the Metasploit Framework.
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Mastering the FrameWork

This is the free online version of the course. If you enjoy it and find it useful, we ask that kelama
donation to the HFC (Hackers For Charity), $9.00 will feed a child for a month, so any contribution is
welcome. We hope you enjoy this course as much as we enjoyed making it.
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01 - Introduction
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-Abraham Lincoln

7 [@ root@bt4: /pentest/exploits/framework3=5hell - Kons @
Session Edit View Bookmarks Settings Help

Interacting with channel 1...

Microsoft Windows XP [Version 5.1.2680]
(C) Copyright 19385-20801 Microsoft Corp.

E:HW]NDDWEHEyﬁtemBZbI

i Shell

This saying has followed me for many years, and is a .constant reminder to me that approaching a

problem with the right set of tools is imperative for success. So what does this semi philosophical

opening have to do with the Metasploitdnework? Before approaching a penetration test or an

FdzZRAGE L GLF1TS OFNB (2 GaaKIFINLISYy Yeé G22taé I+ yR dzJR
aK2NII OKEAY NBIFOUA2YIZ 6KAOK Ifgléa ailNIa sgAGK |

| consider the MSF to be one of the single most useful auditing tools freely available to security
professionals today. From a wide array of commercial grade exploits and an extensive exploit
development environment, all the way to network information gatingrtools and web vulnerability
plugins. The Metasploit Framework provides a truly impressive work environment. The MSF is far
more than just a collection of exploits, it's an infrastructure that you can build upon and utilize for
your custom needs. Thislaws you to concentrate on your unigue environment, and not have to
reinvent the wheel.

This course has be written'in a manner to encompass not just the front end "user" aspects of the
framework, but rather give you an introduction to the capabilitibattMetasploit provides. We aim

to give you an in depth look into the many features of the MSF, and provide you with the skill and
confidence to utilize this amazing tool to its utmost capabilities.

Keep in mind that the MSF is constantly evolving asuspect that by the time this course comes to
light, there will have been many changes and additions in the project. We will attempt to keep this
course up to date with all new and exciting Metasploit features as they are added.

A degree oprerequisite knowledge is expected and required of studéefore the content
provided in this course will be useful. If you find you are unfamiliar with a certain topic, we
recommend you spend time eaging in self research on the problem before attempting the module.
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There is nothing more satisfying than solving problems yourself, so we we highly encourage you to

Try Harder

Trying harder
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Exploiting Frameworks (E)

Core Impact von Core Security

SECURAITY TECHNOLOQIES

Sourcehttp://www.coresecurity.com/content/coreimpactoverview

CORE IMPACT Pro is the most comprehensive software solutiosdssiag the security of web

applications, network systems, endpoint systems, email users and wireless networks. Backed by Core

{ SOdzNA (ieQa 2y 32Ay 3 @ df-eddge Mited axpektiSeeIMMAB ERd alaldKyoul y R
to take security testing to # next level by safely replicating a broad range of threats to your
2NBFYATFGA2yQa & SfidcalinflagirSctuie Wit IMPAZRProy yod gaik exignsive
visibility into the cause, effect and prevention of sophisticated data breachesliegatou to drive

efficient risk mitigation enterprisavide.

= _ =X

Fe Edt Vew Modues Toos Hep

D& " Visbity View S EEDERECE,
Modues Veew Bl 5 Bocahost Executed Modues x
. 2005 localagent Name Started Fiished Status  source . ~
5 Avkeia Network Backup buffer overfion expior o e @IS Printer explott 05/04/2006 18:26:24 05/04/2006 18:26:24 Finshed /localagent
e ot Systens Wiy Bo31105 OYou2006 16265 0YoA2008 162025 hed focapent
B 03 12006 1 : inshex gent
3 ca Brightstor ARCserve Backup SQL agent exploit Bo3.1.104 . 05/04/2006 18:28:25 05/04/2006 18:28:26 Fished /localagent
3 A Brightstor Discovery Service expott 1030114 /€bDAV expi 05/04/2006 16:28:26 05/04/2006 18:28:56 Finshed /localagent
{3 CA License Cient explot B103.1119 CHMSRPC LLSSRY Buffer Overfiow explo  05/04/2006 18:28:56 05/04/2006 18:28:57 Finshed  /localagent
(3 CA Unicenter message queuing expiit CHIMSRPC LSASS Buffer Overfiow explot  05/04/2006 18:28:57 05/04/2006 18:28:58 Fshed /localagent
3 CSRSS facename explot (tDDE buffer overflow explot: 05/04/2006 18:28:58 05/04/2006 18:28:58 Finished /localagent
5 Exchange X-LINK2STATE CHUNK Explot ISRPC Netviare Clent Buffer Overfiow ... 05/04/2006 18:28:58 05/04/2006 18:26:59 Finshed /flocalagent
3 Frefox compareTo explot ISRPC SPOOLSS Bulfer Overflow expiit  05/04/2006 18:28:59 05/04/2006 18:29:17 Stopped  flocalagent
B IBM Lotus Notes Buffer Overfow Explot 1011254 SIS ASN.1 BT Strng SPNEGO exploft  05/04/2006 18:29:17 05/04/2006 18:29:18 Fnshed /ocalagent
8 15 devenum.di COM Object Explt Report Generaton 05/04/2006 18:30:40 05/04/2006 18:33:40 Finished /localagent
- SlACtviy Report 05/04/2006 18:30:41 05/04/2006 18:33:40 Finshed /localagent
[ IE DHTML Object Memory Corruption expott GiCean Up 05/04/2006 18:33:58 05/04/2006 18:33:58 Finshed /localagent
3 IE javaprxy.di COM Object Explott IS ASP ChunkedEncoding explot 05/04/2006 18:35:49 05/04/2006 18:37:18 Finshed /localagent

5 I€ Onload Window() expiot Name Value

3 115 OLL URL Dos = MSRPC LLSSRV Buffer Modue Log

5 Ipswitch IMai login exploit TARGET 03181 Module "MSREC SPOOLSS Buffer Overflow exploit" (v1.31) started execution on Wed Apr 05
0 18:28:59 2006

3 Mainable HTTPS explot.
3 MalEnable IMAP status command explot
3 MalEnable SMTP auth command expiit
3 minerv per format string expioit

AGENT_PORT
R

PROTO e
CONNECTION_METHOD _ Connsctio target
|

Exploiting host:
061) "Connection refused"

10.1.1.1 (10.1.1.1)

(3 MSRPC LLSSRV Buffer Overflow exploit PASSWORD ng to trigger the jump again.

3 MSRPC MSMQ Buffer Overfow exploit LMHASH ng to connect agent #1

(3 MSRPC Netware Clent Buffer Overflow exploit NTHASH iconnecting to 10.1.1.1:50045

[ MSRPC SPOOLSS Buffer Overfiow expoit ror: Failure: timeout reached
3 MSRPC UMPNPNGR explot s ng to trigger the jump again.

3 MSRPC UMPNPNGR MS05-47 DOS.
3 MySQL create function expiot

[\ This exploitmay leave the servics unavaiable

ng to comnect agent #1
connecting to 10.1.1.1:50045

: Failure: timeout reached

H MUSOI MaYDR WehTonl GET

<
I RPT View | [ Modules View

Press F1to view help on selected paramster.

Trying to trigger the jump again.
put| £ Module Log [ Te]

Quick Information [T o« [_canet ] N« entrypropertes
3 MSRPC LLSSRV Buffer Overflow exploit 4 name Value
9 Module Properties “nosio
s This module explofs » bufer overfow and nsals 3 veld agent o th frget o @ Fingerprints
Eaiots MAC Address 000808938063
Vinerabity MAC Vendor DEIESG ACBA Test
Category: * Vulnorabiliies
Author arch a6
Verson
Warning: This explo may leave the service unavaiable romask
Descrption:  This module exlots 2 data basad bufer overflow inthe function_RegisiyInt/lues@12 of LLSSRV.EXE (Microsofd’s License and o indons
Logging Senice), o then force a stack-based buffer overfow n the funcion _LocalSenvceL S ConcurrentLmESEt@0. °
buidumber unknown
The explot doert use any hardcoded address, it nstead uses DCE-RPC messages tplace th agent (and athr structure) nthe oo dkoon
memmonyof th target senic, and then uses ot DCE-RPC messages o learth adiresses of s suctures. ek Sener
version 2000
In defout nsallstons o Windows 2000 Senvice Pack 4 (Server and Advanced Servers) the LIsSv sevice needs authenkicaton, the same || = servican
may happen innon defalt configuratons n this cases, a val username and passiordor username and hashes combinatn wil be
neaded and has t be speched i the Advanced parameters tab
This service s accessble viathe TCP port 139 and 45,
Farometers: poRT: “The TCP por uhere the depoyed evel 0 agert il sen. 0 speciied 3 random potwil b chosen i the
range 40001-60000
TARGET: Th target sytemn for the attack. 3
Done
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Immunity Canvas

C ANNES
S

ol

Sourcehttp://www.immunitysec.com/productscanvas.shtml

Immunity's CANVAS makes available hundredsb#s, an automated exploitation system, and a
comprehensive, reliable exploit development framework to penetration testers and security
professionals worldwide. To see CANVAS in action please sgewigs For users new to CANVAS
or experienced users looking to get just a little more out of CANVAS wePidvéased tutorials
available for download.

Immunity CANVAS Ver:6.45 | Current Session: Tutorial008

FEile Listeners Session Help

+ @ a8 Curent o 16 173.1 Current 125 16,173,132 3
Target Host Stop Exploit OS Config ~ Callback Target(s)
Modules | Search Node Tree | Exploit Description
Name Descriptic [+] MNode Management | Classic Node View | CANVAS World Map | CmdLine
< Favorites User Defi (GUI Mode) =
- [+] Note: will revert back to =<<CANVAS=>> on "detach"
ms08_067 Windows Win32/MOSDEF$ shellshock
msparsing_xml MSPARSH Set cached comspec to C:\WINDOWS\system32icmd.exe
deub B R deut ['] Turning MOSDEF-Node into temporary interactive shell
roundeube ounatu [!] Note: will revert back toc MOSDEF on "exit"
P New New Mor shellshocked!
. Microsoft Windows XP [Version 5.1.2600]
b Exploits CANVAS | (C) Copyright 1985-2001 Microsoft Corp.
P Trojans Post Expl
b Commands Comman EQ\E¥TDOWS\SYStem32>Cd ch
b DoS Denial of |5 '
[CTE— C C:\ =

Current Status | Canvas Log Debug Log Data View

Status Action Start Ti
0000 Windows Server Service Underflow (MS08-067) attacking 172,16.173.132:445 (succeeded!) 03:33§

[« C

Set Covertness: 1.0
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Metasploit

http://www.metasploit.com/
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Metasploit History (E)
A short summary of the Metasploit history:

2003¢ Grundung durch HD Moore
V1.0¢ 11 exploits
V2.0¢ complete rewrite (Perl)
V2.2¢ Meterpreter introduced
V2.7¢ 150 modules, 44.000 Zeilen Sourcecode
V3.0¢ Ruby
V3.1¢ 450 modules, 150.000 lines of code
V3.2¢ 570 modules, 300.000 lines of code
End of 200%; Ubernahme durch Rapid 7

0 V3.3-~800 modules, ~420.000 lines of code, Rapid7
! Mai2010

o V3.4¢first release of Metasploit Express (Support/Kommerzielle GUI/3k$)

1 Oktober 201Q; Metasploit3.5.0¢ MetasploitPro
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Metasploit Architecture

; INTERFACES

Console

MSFEF

CTQ Web

MSF

Base
N
|
MODULES

PLUGINS ——

Payloads Exploits Encoders

Filesystem and Libraries

The MSF filesystem is laid out in an intuitive manner and is organized by directory.

lib: the 'med’ of the framework code base
data: editable files used by Metasploit
tools: various useful commadihe utilities
modules: the actual MSF modules

plugins: plugins that can be loaded at time
scripts: Meterpreter and other scripts
external: sourceode and thirdparty libraries

= =4 -8 —a —a —a 9

Libraries

Rex

1 The basic library for most tasks
71 Handles sockets, protocols, text transformations, and others
1 SSL, SMB, HTTP, XOR, Base64, Unicode
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Msf::Core

1 Provides the 'basic' API
1 Defines the Metasploit Framework

Msf::Base

1 Provides the ‘friendly’ API
1 Provides simplified APIs for use in the Framework

Modules and Locations
Metasploit, as presented to the user, is composed of modules.
Exploits

1 Defined as modules that use payloads
1 An exploit without a payload is auxiliary module

Payloads, Encoders, Nops
1 Payloads consist of'code that runs remotely
1 Encoders ensure that payloads make it to their destination
1 Nops keep the payload sizes consistent.
Modules Locations
Primary Module_ Tree
1 Located under $install/mdules//

UsertSpecified Module Tree

1 Located under ~/.msf3/modules//
1 This location is ideal for private module sets

Loading Additional Trees at Runtime

1 Pass them option when running msfconsole (./msfconsere)
1 Use the loadpath command within msfcars

Metasploit Object Model
In the Metasploit Framework, all modules are Ruby classes.

1 Modules inherit from the typespecific class
1 The typespecific class inherits from the Msf::Module class
1 There is a shared common API between modules
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Payloads arelightly different.

1 Payloads are created at runtime from various components
1 Glue together stagers with stages

Mixins and Plugins

A quick diversion into Ruby.

Every Class only has one parent

A class may include many Modules

Modules can add new methods

Modules can overload old methods

Metasploit modules inherit Msf::Module and include mixins to add features.

= =4 —a —a -

Metasploit Mixins
Mixins are quite simply, the reason why: Ruby rocks.

1 Mixins 'include' one class into.another
1 This is both different and simail to.inheritance
1 Mixins can override a class' methods

Mixins can add new features and allows modules to have different ‘flavors'.

Protocotspecific (ie: HTTP, SMB)

Behaviofspecific'(ie: brute force)

connect() is implemented by the TCP mixin

connect) is then overloaded by FTP, SMB, and others.

=a =& —a -

Mixins can/change behavior.

The Scanner mixin overloads run()

Scanner changes run() for run_host() and run_range()
It calls these in parallel based on the THREADS setting
The BruteForce mixin is similar

= =4 —a -8

class MyParent
def woof
puts fAwoof! 0o
end
end

class MyClass < MyParent
end

object = MyClass.new
object.woof () => Awoof! 0

module MyMixin
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