
 

 

 

METASPLOIT UNLEASHED - 

MASTERING THE FRAMEWORK  

extended BT -day 0x7DA edition  

This free information security training is brought to you in a community effort to promote awareness 

and raise funds for underprivileged children in East Africa. Through a heart-warming effort by several 

security professionals, we are proud to present the most complete and in-depth open course about 

the Metasploit Framework.  

 

This is the free online version of the course. If you enjoy it and find it useful, we ask that you make a 

donation to the HFC (Hackers For Charity), $9.00 will feed a child for a month, so any contribution is 

welcome. We hope you enjoy this course as much as we enjoyed making it.  

http://www.offensive-security.com/metasploit-unleashed/File:Logo-00.png
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01 - Introduction 

άLŦ L ƘŀŘ ǎƛȄ ƘƻǳǊǎ ǘƻ ŎƘƻǇ Řƻǿƴ ŀ ǘǊŜŜΣ LΩŘ ǎǇŜƴŘ ǘƘŜ ŦƛǊǎǘ ŦƻǳǊ ƻŦ ǘƘŜƳ ǎƘŀǊǇŜƴƛƴƎ Ƴȅ ŀȄŜΦέ  

-Abraham Lincoln 

 

This saying has followed me for many years, and is a constant reminder to me that approaching a 

problem with the right set of tools is imperative for success. So what does this semi philosophical 

opening have to do with the Metasploit Framework? Before approaching a penetration test or an 

ŀǳŘƛǘΣ L ǘŀƪŜ ŎŀǊŜ ǘƻ άǎƘŀǊǇŜƴ Ƴȅ ǘƻƻƭǎέ ŀƴŘ ǳǇŘŀǘŜ ŀƴȅǘƘƛƴƎ ǳǇŘŀǘŀōƭŜ ƛƴ .ŀŎƪ¢ǊŀŎƪΦ ¢Ƙƛǎ ƛƴŎƭǳŘŜǎ ŀ 

ǎƘƻǊǘ ŎƘŀƛƴ ǊŜŀŎǘƛƻƴΣ ǿƘƛŎƘ ŀƭǿŀȅǎ ǎǘŀǊǘǎ ǿƛǘƘ ŀ ǇǊƻƳǇǘ άǎǾƴ ǳǇŘŀǘŜέ ƻŦ ǘƘŜ aŜǘŀǎǇƭƻƛǘ ŦǊŀƳŜǿƻǊƪΦ  

 

I consider the MSF to be one of the single most useful auditing tools freely available to security 

professionals today. From a wide array of commercial grade exploits and an extensive exploit 

development environment, all the way to network information gathering tools and web vulnerability 

plugins. The Metasploit Framework provides a truly impressive work environment. The MSF is far 

more than just a collection of exploits, it's an infrastructure that you can build upon and utilize for 

your custom needs. This allows you to concentrate on your unique environment, and not have to 

reinvent the wheel.  

 

This course has be written in a manner to encompass not just the front end "user" aspects of the 

framework, but rather give you an introduction to the capabilities that Metasploit provides. We aim 

to give you an in depth look into the many features of the MSF, and provide you with the skill and 

confidence to utilize this amazing tool to its utmost capabilities.  

 

Keep in mind that the MSF is constantly evolving and I suspect that by the time this course comes to 

light, there will have been many changes and additions in the project. We will attempt to keep this 

course up to date with all new and exciting Metasploit features as they are added.  

 

A degree of prerequisite knowledge is expected and required of students before the content 

provided in this course will be useful. If you find you are unfamiliar with a certain topic, we 

recommend you spend time engaging in self research on the problem before attempting the module. 

http://www.offensive-security.com/images/zone.jpg
http://www.offensive-security.com/metasploit-unleashed/File:Intro-00.png
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There is nothing more satisfying than solving problems yourself, so we we highly encourage you to 

Try Harder.  

 

 

  

http://www.offensive-security.com/tryharder.php
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Exploiting Frameworks (E) 

Core Impact von Core Security 

 

 

 

Source: http://www.coresecurity.com/content/core-impact-overview 

CORE IMPACT Pro is the most comprehensive software solution for assessing the security of web 

applications, network systems, endpoint systems, email users and wireless networks. Backed by Core 

{ŜŎǳǊƛǘȅΩǎ ƻƴƎƻƛƴƎ ǾǳƭƴŜǊŀōƛƭƛǘȅ ǊŜǎŜŀǊŎƘ ŀƴŘ ƭŜŀŘƛƴƎ-edge threat expertise, IMPACT Pro allows you 

to take security testing to the next level by safely replicating a broad range of threats to your 

ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǎŜƴǎƛǘƛǾŜ Řŀǘŀ ŀƴŘ Ƴƛǎǎƛƻƴ-critical infrastructure. With IMPACT Pro, you gain extensive 

visibility into the cause, effect and prevention of sophisticated data breaches, enabling you to drive 

efficient risk mitigation enterprise-wide. 

 

  

http://www.coresecurity.com/content/core-impact-overview
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Immunity Canvas 

 

 

 

Source: http://www.immunitysec.com/products-canvas.shtml  

Immunity's CANVAS makes available hundreds of exploits, an automated exploitation system, and a 

comprehensive, reliable exploit development framework to penetration testers and security 

professionals worldwide. To see CANVAS in action please see our movies. For users new to CANVAS 

or experienced users looking to get just a little more out of CANVAS we have PDF based tutorials 

available for download. 

 

  

http://www.immunitysec.com/products-canvas.shtml
http://www.immunitysec.com/products-documentation.shtml
http://www.immunityinc.com/canvas-tutorials.shtml
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Metasploit 

http://www.metasploit.com/  

 

 

Go on ;) 

  

http://www.metasploit.com/
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Metasploit History (E) 

A short summary of the Metasploit history: 

¶ 2003 ς Gründung durch HD Moore 

¶ V1.0 ς 11 exploits 

¶ V2.0 ς complete rewrite (Perl) 

¶ V2.2 ς Meterpreter introduced 

¶ V2.7 ς 150 modules, 44.000 Zeilen Sourcecode 

¶ V3.0 ς Ruby 

¶ V3.1 ς 450 modules, 150.000 lines of code  

¶ V3.2 ς 570 modules, 300.000 lines of code 

¶ End of 2009 ς Übernahme durch Rapid 7 

o V3.3 - ~800 modules, ~420.000 lines of code, Rapid7 

¶ Mai 2010 

o V3.4 ς first release of Metasploit Express (Support/Kommerzielle GUI/3k$) 

¶ Oktober 2010 ς Metasploit 3.5.0 ς Metasploit Pro 
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Metasploit Architecture 

 

Filesystem and Libraries 

The MSF filesystem is laid out in an intuitive manner and is organized by directory.  

¶ lib: the 'meat' of the framework code base  
¶ data: editable files used by Metasploit  
¶ tools: various useful command-line utilities  
¶ modules: the actual MSF modules  
¶ plugins: plugins that can be loaded at run-time  
¶ scripts: Meterpreter and other scripts  
¶ external: source code and third-party libraries  

Libraries  

Rex  

¶ The basic library for most tasks  
¶ Handles sockets, protocols, text transformations, and others  
¶ SSL, SMB, HTTP, XOR, Base64, Unicode  
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Msf::Core  

¶ Provides the 'basic' API  
¶ Defines the Metasploit Framework  

Msf::Base  

¶ Provides the 'friendly' API  
¶ Provides simplified APIs for use in the Framework  

Modules and Locations 

Metasploit, as presented to the user, is composed of modules.  

Exploits  

¶ Defined as modules that use payloads  
¶ An exploit without a payload is an Auxiliary module  

Payloads, Encoders, Nops  

¶ Payloads consist of code that runs remotely  
¶ Encoders ensure that payloads make it to their destination  
¶ Nops keep the payload sizes consistent.  

Modules Locations  

Primary Module Tree  

¶ Located under $install/modules//  

User-Specified Module Tree  

¶ Located under ~/.msf3/modules//  
¶ This location is ideal for private module sets  

Loading Additional Trees at Runtime  

¶ Pass the -m option when running msfconsole (./msfconsole -m)  
¶ Use the loadpath command within msfconsole  

Metasploit Object Model 

In the Metasploit Framework, all modules are Ruby classes.  

¶ Modules inherit from the type-specific class  
¶ The type-specific class inherits from the Msf::Module class  
¶ There is a shared common API between modules  
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Payloads are slightly different.  

¶ Payloads are created at runtime from various components  
¶ Glue together stagers with stages  

Mixins and Plugins 

A quick diversion into Ruby.  

¶ Every Class only has one parent  
¶ A class may include many Modules  
¶ Modules can add new methods  
¶ Modules can overload old methods  
¶ Metasploit modules inherit Msf::Module and include mixins to add features.  

Metasploit Mixins  

Mixins are quite simply, the reason why Ruby rocks.  

¶ Mixins 'include' one class into another  
¶ This is both different and similar to inheritance  
¶ Mixins can override a class' methods  

Mixins can add new features and allows modules to have different 'flavors'.  

¶ Protocol-specific (ie: HTTP, SMB)  
¶ Behavior-specific (ie: brute force)  
¶ connect() is implemented by the TCP mixin  
¶ connect() is then overloaded by FTP, SMB, and others.  

Mixins can change behavior.  

¶ The Scanner mixin overloads run()  
¶ Scanner changes run() for run_host() and run_range()  
¶ It calls these in parallel based on the THREADS setting  
¶ The BruteForce mixin is similar  

class MyParent  

     def woof  

          puts ñwoof!ò 

     end  

end  

 

class MyClass < MyParent  

end  

 

object = MyClass.new  

object.woof() => ñwoof!ò 

 

================================================================  

 

module MyMixin  
























































































































































































































































































































































































































































































































































































































































































































































































